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Abstract: This poster presents the author’s involvement as the lead researcher in a Mathematics of
Information Technology and Complex Systems (MITACS)-Accelerate funded project for the Centre
for the Investigation of Financial Electronic Records (CiFER), entitled “Guidelines for Managing
Records Collected and Created in the Investigative and Litigation Process.” This project designed a
set of guidelines for financial and securities regulators that will assist them better manage the
“investigative record,” that is, all information and materials collected and created for litigation
purposes. Proper management of these materials is of paramount importance for these organizations
because it allows them to safeguard financial services, capital markets, and exchanges by being able
to confidently prosecute violators.

Overall, the project aimed to meet the business needs of financial and securities organizations—
satisfying their statutory requirements and ensuring the evidence they collect and create maintain
their authenticity and reliability over time. To accomplish this, the project consisted of three
components: a review of the relevant literature, case law, and legal statutes; an in-depth analysis of
relevant recordkeeping standards, guidelines, and best practices; and a survey and follow-up
interviews with participants from financial and securities regulators. Based on the findings, the
guidelines address a number of legal and organizational issues, including chain of custody, systems
reliability, preservation, and organizational culture. The guidelines will help financial and securities
regulators manage the evidence they collect and create, ensuring its authenticity and reliability;
thereby, allowing them to meet their legal requirements as they work to protect the financial service
sector.
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